Abstract. In the Internet age, because of the network security against the background of technical personnel to the existence of the invasion of the network, and can make use of computing tools, make procedural means of invasion, the network intrusion detection is very difficult to analyze and judge. Aiming at this problem, in this paper, on the basis of the use of computing devices, using analysis method of neural network is used to analyze the structure of artificial intelligence, the hidden markov model under the condition of abnormal behavior. Experimental results show that this method is multiple intrusion methods can rapidly accordingly, and has high detection rate, lower false alarm rate.
Introduction
With the continuous expansion of Internet users, highlighted the advantages of the Internet application in information transmission, e-government, e-commerce, online games, blogs, microblogging and other Internet business is rapidly expanding. Network in people's work, study and life of the role of more and more can not be ignored, but the openness of the network brings the security risk also increases, all kinds of network intrusion behavior abounds and rising to become the biggest hidden trouble of network security. Mainly according to the characters of known attacks and information prediction of impending attack, usually through a variety of mathematical methods network existing attack data analysis and mining, and then extract the important features of interest and related information [1] [2] [3] [4] .
Related works

Intrusion detection technology
Intrusion detection, as its name implies is to detect intrusion behavior, is the combination of software and hardware of intrusion detection. Intrusion detection is a kind of active safety technology, have to identify intrusion behavior, prevent the happening of the intrusion and the spillover effect. Intrusion detection is a rational supplement of the firewall, the help system against network attacks, expanded the system administrator safety management ability, improve the integrity of the information security infrastructure. The earliest intrusion detection model is mainly based on the host system audit record data, generate several outline on the system, and detect contour variations found invasion behavior of the system. Incident response to respond to the result of the analysis of functional units, it may terminate the process, reset the connection, change file attributes, etc., can also be simply call the police.
Hidden markov model theory
Hidden markov models are widely used in speech recognition, and achieved great success. Hidden markov model is also be introduced in computer language recognition and mobile communication core technologies "multi-user detection". That is to say, the hidden markov model is a dual stochastic process, is composed of two parts: one is a markov chain, describes the transfer of state, described in transition probability. The other is a general stochastic process, describe the relationship between state and observation sequence, probability with the observed value. When get an observation sequence O={O 1 , O 2 ,..., O T }, cannot the observation sequence directly by state sequence S= {S 1 ,...S T }, if you want to get the actual state of sequence, then you have to know the distribution of observations in each state, the state of the initial probability, as well as the state transition probability [5] [6] [7] .
The neural network theory
Neural network is composed of a large number of neurons by perfect link adaptive nonlinear dynamic system, composed of many simple processing units of neurons by using weighted connection, interaction of instance can be used to the adaptive or form the weight function of neural network self-learning, so that the network correctly understand and solve specific problems and achieve the best performance. Common neural network model are perceptron network and linear neural network, BP network and radial basis function network, Hopfield network, self-organization network, etc. Is a kind of multilayer forward, using the error back propagation learning algorithm of neural network. Input layer to receive information from the outside the network, and then through the dissemination of the information sent to the hidden layer nodes forward, after transformation by correspondence, put the information output of hidden nodes. Hidden layer does not directly receive signal of the outside world, also don't directly send signals to the outside world.
Based on hidden markov model and neural network intrusion detection model
In reference to the state transfer principle of hidden markov model and BP neural network to adjust the weights of the links in the network can realize the nonlinear classification principle, this paper puts forward a kind of based on hidden markov model and neural network intrusion detection model is shown in figure 1 [8] [9] . The intrusion detection model is mainly composed of the data processing module, data, training module, intrusion detection module and response center four major part module. Which model is the core of intrusion detection module. Intrusion detection system is composed of two parts: the first part is the hidden markov model, and the other part of the neural network. Intrusion detection model of the working principle is as follows: first of all by the data processing module of the data to train the hidden markov model, after a good model can be used to detect intrusion behavior and behavior, it is important to note: the data here is outside of the BP neural network training module, here is the main application of the characteristics of the hidden markov model is easy to train [10] [11] [12] [13] .
The model and the analysis of experimental results
Because of the large amount of data, this study selected the only part of the data for testing. Comparable to experiment, to extract the five kinds of typical attack as the experimental data of this model, five kinds of attacks to Neptune, Satan, PortSweep, Buffe -overflow, Guess -passwd, the experiment selected four categories contains attacked [14] [15] .
Experimental steps are as follows: 1 Use 60% of all the data for training, these data include intrusion data and normal data;
2 After the training, with another 40% of the data to test the model;
3 The output. In order to judge the invasion, the optimal sequence in the output when set up a sliding window, so that the optimal sequence is divided into a number of fixed length of short sequences as neural network input, and then by judging from the neural network to determine whether the actual amount of 0/1, the invasion. If by a sequence of 1 more than a predetermined threshold method, is considered to be an invasion. On the other hand, is considered normal. For the threshold, in the experiment, it is obtained by setting different values to compare a series of values, the final test results as shown in Finally the experimental results and the source of the same data testing based on neural network intrusion detection research and hidden markov model of intrusion detection system based on protocol research. By comparing the test results can be seen that based on hidden markov model and neural network intrusion detection model of Buffer overflow and Guess -passwd detection effect is not very good, mainly because both attack is to use the system vulnerabilities, get the local access to the target host or administrator privileges, but this system relies on the analysis of network packets to find the invasion, but in general this kind of intrusion detection based on hidden markov model and neural network model than using a hidden markov model or neural network intrusion detection system detection rates still higher.
Conclusion
Put forward a intrusion detection model based on neural network and the hidden markov. Currently using hidden markov model theory and neural network theory to the research of intrusion detection, and good results have been achieved, but most of the studies from the Angle of the system call to consider, and system call number of the shortcomings is big, hard training. Real combine both from the perspective of the agreement is not much, to be linked to the experimental results show that the two combine to intrusion detection than using hidden markov model and neural network has high detection rate. 
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